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Firebase’s (lack of) default security

● Client directly requests from database rather than going through a server
○ This means clients generally have the same API keys.

● How to access Firebase database? Need a few details:
○ API key: assigned by Firebase on project creation
○ Project ID
○ Storage Bucket
○ Messaging Sender ID
○ App ID: used by Firebase to ensure only the correct app accesses the database 



How to get at these?

● On iOS: jailbreak gets you access to the iPhone 
filesystem, including app files; Firebase keys are in 
GoogleService-Info.plist

● On Android: can download the APK straight to a 
computer and unzip; Firebase keys are in 
AndroidManifest.xml










