Letting cloud agents loose on our infra
(without long-lived secrets)

Aditya Saligrama
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The agent is you. The agent is hobody.



I don't have database access. Can you run this
and paste the results?

SELECT o.name, count(w.id) AS workflows

FROM organizations o

JOIN workflows w ON w.org_id = o.id

WHERE w.created_at > now() - interval '30 days'
GROUP BY o.name ORDER BY workflows DESC;

[Pasted text - 43 lines]
name,workflows
acme-corp,118

initech, 64

Thanks! Can you break that down by week?
SELECT date_trunc('week', w.created_at)

[Pasted text - 211 lines]

One more query...



What our agents needed access to

Production data How many customers adopted this feature?
Workflow history Why is this job slow?
Cloud accounts Does my change actually work on Azure?
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How do you give a cloud agent an identity?
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No access

agent you prod database

audit log: user=aditya
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everyone every session, same credential

audit log: user=agent



long-lived short-lived
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Your tokens in the sandbox o
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O cloud sandbox
your psql login
/(your' GitHub token)

prod database
read/write, every table

GitHub

every repo you can push to

@ \ AWS
your AWS keys =
— your whole IAM role
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, aws
a
(your- Slack token) > .-..- Slack
.' every channel you're in

audit log: user=aditya (everywhere)



Platform identity
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audit log: user=agent-platform[bot]
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MCP / HTTP services
that support OAuth

Postgres, Temporal, ...
nothing to OAuth into
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Who? For how long?

Long-lived secret Short-lived token
4 A ( N
Shared identity 1
oS Slanene Shared key Shared OAuth connection
user=agent user=agent-platform[bot]
\\ J (. J
'd Y 4 N\
Individual identity . . I
log names somebne Your tokens in the sandbox This session, on behalf of a person
user=aditya session bc-a853 - by aditya
\\ J \ J




OIDC.: federated workload identity

Cloud agent Identity provider External service
sandbox - CI job - Terraform Cursor - GitHub - AWS the relying party

o Issue a short-lived OIDC token

<

aud = the external service - expires in minutes

© Call the external service with the token

4

Authorization: Bearer eyJ..

© Fetch the issuer's signing keys

<

/.well-known/openid-configuration

public keys

0 Verify signature <i.1nd claims

« claim condition must evaluate to true
1

© Request proceeds, subject to authorization

<




A real agent token

{
"iss": "https://api.cursor.com",
"aud": "oidc.formal.ai/integrationoidc_01m@..",
"sub": "User\:--.a-o..-",
"jat": 1793137488,
"exp": 1793137788, // five minutes later
"cloud_agent_id": "bc-a8538043-..",
"owner_email": "aditya@formal.ai",
"repo_url": "github.com/formalco/monorepo",
"pranch_name": "cursor/oidc-talk-slidev-4a3é",
"team_id": "1723ecc",
"agent_runtime": "managed"

iF // + 9 more claims



Who can verify the token?

( ) ( )
© cCan verify an OIDC token ® Can't
aws AWwsS @ Postgres databases
~— AssumeRoleWithWebIdentity passwords, certs, cloud IAM tokens
& Google Cloud O GitHub API
Workload Identity Federation PATs and GitHub App keys
A Azure =0, Slack
e
federated identity credentials (5 OAuth bot and user tokens
Kubernetes # Temporal Cloud
API server 0IDC authentication API keys or mTLS

ﬁ Internal tools

usually SSO sessions or API keys

wif.tax graded 111 products: 65 accept only long-lived secrets



What we built
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Proxying static credentials

~—> token exchange
€ \erifies the OIDC token

(M 0IDC token

e N
O cloud sandbox

3

. g proxy @ real credential
agent session
L (’5 query + token ) DB password J g

///
A (27 short-lived token)

()

prod database
never leaves the proxy

The agent never holds the database password.



$.0ATADOG Security Labs

An issuer signs every customer's tokens with the same key.

No keys attached: Exploring GitHub-to-
AWS keyless authentication flaws

// who may use this trust at all
claims.team_id == "1723¢e"

// which human the session acts for
claims.owner_email

Skip it: any repo can assume your role.
Datadog Security Labs, July 2023



Modeling human identity

'

I" Formal

N e N
£3 machine identity 2 human identity
cloud _agent_id: bc-a8538043.. )
@ Cr‘epo url: /formalco/monor‘epo) O (owner‘_emai‘L: aditya@for-mal.ai)
1ss api.cursor. com)
@ cryptographically verified @ asserted by a platform you trust
J \ J
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Extending JIT access to agents

I Formal AprP

Cursor agent bc-a8538043.. in formalco/monorepo is requesting read-only
access to prod-postgres for 15 minutes.

Reason: count orgs that created a workflow in the last 30 days, for the
launch review

On behalf of: aditya@formal.ai

V' Approve Deny

v Approved by Aditya - access expires at 5:42 PM



Where the access ends

I Formal

Blocked by default

until JIT approval: one resource, this run, expires

p
Replica only

machine users never reach the writer

-
Read-only SQL
command_type != "SELECT" - block

Sensitive data masked

sensitive columns - *xkxkxkx

S

what an approved agent can do
read masked rows from the replica
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I need production data for this. Requesting read-only access
to the analytics replica for 15 minutes.

approved by aditya - expires 17:12

SELECT o.name, count(w.id) AS workflows

FROM organizations o

JOIN workflows w ON w.org_id = o.id

WHERE w.created_at > now() - interval '30 days'
GROUP BY o.name ORDER BY workflows DESC;

42 orgs created a workflow in the last 30 days, up from 31
the month before. Top three: acme-corp (118), initech (64),
globex (37). I also broke it down by week: adoption doubled
after the launch email.



What the logs show

Every query is attributed to the session, the person who launched it, and the approval.

16:42:07 prod-postgres read-only
query SELECT o.name, count(w.id) AS workflows ..
machine user cursor-cloud-agent
agent session bc-a8538043.. (formalco/monorepo)
on behalf of aditya@formal.ail
approved by aditya@formal.ai - expires 17:12



Closing the loop: a real AKS cluster

— A — 8 — [ —O

PR branch dev Azure account AKS cluster FormalPolicy dev tenant

operator change federated with OIDC runs the PR's operator created in the cluster policy synced



Lessons learned (and open problems)

What surprised us Still unsolved
e Agents thrash when they hit a e No standard claims for agent
block sessions
e Read-only is more nuanced than e Propagating identity when
you think agents spawn agents
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Takeaways
1. Give each agent session its own identity

2. Use OIDC, check the claims, and proxy services that need static
credentials

3. Don't stop at authN: authorize every request with policy
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Aditya Saligrama - aditya@formal.ai

Read the blog post
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